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CONTINUOUS PENTESTING

Legion's Virtual Red Team continuous
pentesting service helps leading US-

based B2B eCommerce portal provider
improve security posture and meet
SOC-2 requirements.

AT A GLANCE
Challenges

e SOC-2 and GLBA
requirements

e Always meet or exceed
security commitment to clients

e [arge tech environment with
multiple platforms

e Need consistent security
testing and controls validation

VRT Benefits

e Continuous pentesting as a
service shortens dwell time of
security weaknesses

e Fix-action plans are targeted
and prioritized based on
impact context

e Easily meet SOC-2
requirements

"The security and integrity of each client's
portal is of the utmost importance to Corevist
Partnering with Legion Cyberworks to use the
NodeZero platform has allowed Corevist to
shift towards a more proactive approach to
security. Instead of reacting to risks, Corevist
is now regularly and frequently testing,
prioritizing, documenting and fixing
vulnerabilities to the environments before
they ever become a real threat."

Justin Diana
Vice President of Engineering

OBJECTIVES

Our client runs a 24x7 B2B hosting business used by its domestic
and international customers for eCommerce. They needed a
way to find, fix, and verify security weaknesses are remediated on
a frequent basis, and they needed to know they were targeting
fix-action resources on the most critical risks. Furthermore, our
client needed a solution that was going to help them meet their
commitments of excellence and security to their own customers.

SOLUTIONS

Legion Cyberworks added our Virtual Red Team continuous
pentesting service to the Managed SIEM, and EDR/MTR services
already in place to deliver unmatched capabilities to our client.

Our Legion VRT solution is powered by NodeZero from Horizon3
and enables our team to deliver powerful algorithm based
autonomous pentesting that rapidly identifies weaknesses within
the environment, provides impact context and proof of exploit
along with the full attack chain as evidence. The comprehensive
information we now provide helps our client pinpoint what needs
to be fixed to remediate weaknesses that put the business and
their customers at risk.

BENEFITS

Frequent Cadence for the Find, Fix, Verify Loop

Cyber-threats, vulnerabilities, exploits, and your environment are
too dynamic to rely solely on annual pentests. Our VRT Service
brings you the power and flexibility of continuous pentesting.

Expertise On-Tap

Our clients gain access to our pool of experienced and talented
security engineers to answer your questions and advise you
along the way.

Solve Compliance & Audit Requirements

Continuous Pentesting solves your compliance requirements
and we deliver rich reporting and fix-action guidance.

Focus on What Matters Most

Vulnerable does not always mean exploitable. The Legion VRT,
powered by NodeZero, ensures you are focusing on exploitable
vulnerabilities that put your organization a risk.
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